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BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to an apparatus 
for performing wireless communication and a wireless 
communication control method that is applied to the 
apparatus. More specifically, the invention relates 
to an apparatus having a device discovery function 
of discovering a new device that is present within 
a wireless communication area of the apparatus and 
a wireless communication control method that is applied 
to the apparatus . 

2. Description of the Related Art 

A new wireless communication system for wirelessly 
connecting electronic devices has recently been 
developed. Bluetooth™ is known as this type of 
wireless communication system. Bluetooth™ is a 
standard for a short-range wireless communication 
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system that is targeted for a connection between 
various electronic devices as well as computers. 

A device discovery function is defined in 
Bluetooth™ to discover a new device capable of 
5 wireless communication. Using this function, an 

electronic device that is present within a wireless 
communication area of another electronic device can 
be discovered. 

The device discovery function is accomplished by 

10 the procedures that an electronic device transmits a 

device discovery request (inquiry) by means of a radio 
signal and another electronic device receives and 
responds to the request. 

If, however, a setting for responding to a device 

15 discovery request at all times is adopted, it becomes 

difficult to retain adequate security. This is because 
the presence of an electronic device is recognized by 
any number of electronic devices. When an electronic 
device is used particularly in the mobile environment 

20 such as streets and stations, there is a danger that 

unauthorized access will be performed against the 
electronic device. 

On the contrary, when an electronic device is 
used at home, it is desirable to adopt a setting for 

25 responding to a device discovery request because 

a connectivity of the device to another electronic 
device at home has higher priority than security. 
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As is evident from the above, a desirable 
operating environment for wireless communication often 
varies from scene to scene or location to location for 
using the wireless communication. 
5 BRIEF SUMMARY OF THE INVENTION 

According to an embodiment of the present 
invention, there is provided an apparatus for 
performing a wireless communication, comprising: 
a wireless communication device; means for selecting 
10 one from among a plurality of locations that are 

predetermined to perform the wireless communication; 
and means for setting an operating environment for the 
wireless communication in a mode in which the wireless 
communication device does not respond to a device 
15 discovery request transmitted from a remote device, 

based on the selected location, 
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING 
The accompanying drawings, which are incorporated 
in and constitute a part of the specification, 
20 illustrate embodiments of the invention, and together 

with the general description given above and the 
detailed description of the embodiments given below, 
serve to explain the principles of the invention. 

FIG. 1 is an external view of a computer according 
25 to an embodiment of the present invention; 

FIG. 2 is a block diagram showing a configuration 
of the computer according to the embodiment of the 



present invention; 

FIG. 3 is a block diagram of software components 
for controlling a wireless communication device in the 
computer according to the embodiment of the present 
invention; 

FIG. 4 is a table showing contents of each mode 
setting information item used for controlling the 
wireless communication device in the computer according 
to the embodiment of the present invention; 

FIG. 5 is a diagram illustrating a wireless 
communication operation in each of a discoverable mode 
and a non-discoverable mode used in the computer 
according to the embodiment of the present invention; 

FIG. 6 is a diagram illustrating a wireless 
communication operation in each of a connectable mode 
and a non-connectable mode used in the computer 
according to the embodiment of the present invention; 

FIG. 7 is a diagram illustrating a wireless 
communication operation in each of a pairable mode and 
a non-pairable mode used in the computer according to 
the embodiment of the present invention; 

FIG. 8 is a diagram illustrating a pairing process 
used in the computer according to the embodiment of the 
present invention; 

FIG. 9 is a flowchart showing a mode switching 
process executed by the computer according to the 
embodiment of the present invention; 
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FIG* 10 is an illustration showing an example of 
an operation screen for wireless communication control 
used in the computer according to the embodiment of the 
present invention; 
5 FIG. 11 is an illustration showing an example of 

a mode property sheet screen used in the computer 
according to the embodiment of the present invention; 

FIG. 12 is an illustration showing an example of 
an automatic power-on select property sheet used in the 
10 computer according to the embodiment of the present 

invention; 

FIG. 13 is a table showing a structure of an 
automatic selection list used in the computer according 
to the embodiment of the present invention; 
15 FIG. 14 is a flowchart showing a process of 

registering a remote device in the automatic selection 
list shown in FIG. 13; and 

FIG. 15 is a flowchart showing a process of 
automatically selecting a user mode by the computer 
2 0 according to the embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 
An embodiment of the present invention will now be 
described with reference to the accompanying drawings. 
FIG. 1 shows an example of a configuration of an 
25 electronic apparatus according to one embodiment of the 

present invention. This apparatus is an information 
processing apparatus having a wireless communication 
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function and it is implemented as, for example, 
a notebook type portable personal computer. 

FIG. 1 is a front view of a computer 1 according 
to the embodiment of the present invention, a display 
5 unit of which is opened. The computer 1 includes 

a computer main body 11 and a display unit 12. 
The display unit 12 is attached to the computer main 
body 11 such that it can be turned between a closed 
position in which the unit 12 covers the top face of 

10 the main body 11 and an opened position in which the 

top face of the main body 11 is exposed. The display 
unit 12 incorporates an LCD (liquid crystal display) 13 
that forms a display panel. The LCD 13 is located in 
almost the central part of the display unit 12. 

15 The LCD 13 displays a user mode bar 102 on its 

display screen. The user mode bar 102 is a GUI 
(graphical user interface) for changing an operating 
environment for wireless communication of the computer 
1 in accordance with a location for the wireless 

20 communication. The GUI is used to cause a user to 

select a location for wireless communication. 

In the present embodiment, "office, " "mobile, " 
"home" and "others" are previously defined as locations 
for performing wireless communication. These "office," 

25 "mobile, " "home" and "others" are used as user modes 

for determining a wireless communication environment of 
the computer 1 . 



In the computer 1, a default value of mode setting 
information for determining an operating environment 
for wireless communication is registered as template 
information for each of the locations "office," 
"mobile," "home" and "others." The mode setting 
information includes a plurality of operation setting 
items for determining an operating environment 
for security levels of the wireless communication. 
An operating environment for wireless communication in 
each user mode or an operating environment for wireless 
communication in each location for using the computer 1 
depends upon a combination of default values of the 
operation setting items included in the mode setting 
information that corresponds to the location. 

The user mode bar 102 includes four button icons 

111, 112, 113 and 114 which correspond to an "office" 
mode, a "mobile" mode, a "home" mode and an "others" 
mode, respectively. 

If a user clicks any one of the button icons 111, 

112, 113 and 114 on the user mode bar 102 using a 
pointing device 14, he or she can select a location for 
using the computer or a user mode from among the user 
modes "office," "mobile," "home" and "others." The 
user mode of default corresponds to the "others" mode. 

The computer main body 11 has a thin box- type 
housing. A keyboard 15 as well as the above-described 
pointing device 14 is arranged on the top face of the 
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housing. Moreover, the computer main body 11 includes 
a wireless communication device 101. 

The wireless communication device 101 is a device 
that performs wireless communication. The device is so 
5 designed that the wireless communication is performed 

in accordance with the short-range wireless communica- 
tion standard such as Bluetooth™. The wireless 
communication of the wireless communication device 

101 is controlled by wireless communication control 

10 utilities that are programs executed in the computer 1. 

The wireless communication control utilities 
include: 1) a function of displaying the user mode bar 

102 on the display screen, 2) a function of selecting 
a location (user mode) in accordance with the user's 

15 operation of the user mode bar 102, and 3) a function 

of changing the setting for an operating environment of 
the wireless communication device 101 in accordance 
with the selected location ("office," "mobile," "home," 
or "others") . 

20 FIG. 2 shows a system configuration of the 

computer 1. The computer 1 includes a CPU 21, a north 
bridge 22, a main memory 23, a display controller 24, 
a south bridge 25, a hard disk drive (HDD) 26 and 
a wireless communication device 101. 

25 The CPU 21 is a processor configured to control 

the operation of the computer 1. The CPU 21 executes 
an operating system (OS) that is loaded into the main 



- 9 - 

memory 23 from the hard disk drive 26 and various 
application programs. A wireless communication control 
utility 201 is loaded into the main memory 23 from the 
hard disk drive 26 and executed by the CPU 21. 
5 The hard disk drive 2 6 stores template information 

202 managed by the wireless communication control 
utility 201. The template information 202 is made up 
of a plurality of mode setting information items that 
correspond to a plurality of user modes ("office, " 

10 "mobile," "home" and "others" modes). 

The wireless communication control utility 201 
manages the template information 202 as a database. 
The wireless communication control utility 201 
performs: 1) a process of changing the content of each 

15 mode setting information item, 2) a process of saving 

the changed content, and 3) a process of returning the 
changed content to default value. 

The north bridge 22 is a bridge device that 
connects a local bus 30 of the CPU 21 and a PCI bus 31 

20 bidirectionally . The display controller 24 controls 

the LCD 13 that is used as a display monitor of the 
computer 1. The south bridge 25 is a bridge device 
that connects the PCI bus 31 and ISA bus 32 
bidirectionally. The foregoing keyboard (KB) 15 is 

25 connected to the ISA bus 32. 

The south bridge 2 5 includes a USB (universal 
serial bus) controller 251. The wireless communication 
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device 101 transmits and receives a radio signal via 
an antenna (ANT) 102. The wireless communication 
device 101 is connected to the USB controller 251 
and its operation is controlled in response to 
5 a command supplied from the CPU 21 through the USB 

controller 251. 

The wireless communication device 101 includes 
an RF (radio frequency) unit and a baseband unit. 
The RF unit up-converts an intermediate frequency to 

10 an RF frequency and down-converts an RF frequency to 

an intermediate frequency. The baseband unit modulates 
send data and demodulates receive data in accordance 
with a given wireless communication protocol. 

Software components for controlling the wireless 

15 communication of the wireless communication device 101 

will now be described with reference to FIG. 3. 

Software for wireless communication is roughly 
divided into a wireless communication utility 201, 
a protocol stack driver 204 and an application 

20 program 203. 

The protocol stack driver 204 is a program 
corresponding to the protocol stack of Bluetooth™. 
The wireless communication control utility 201 controls 
the setting of an operation mode of the wireless 

25 communication device 101 through the protocol stack 

driver 204. The application program 203 is a program 
for data communications with another device using 
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a wireless communication function of the wireless 
communication device 101. The application program 203 
receives/sends data from/to the wireless communication 
device 101 via the protocol stack driver 204. 
5 The template information 202 managed by the 

wireless communication control utility 201 includes 
office template information 211, mobile template 
information 212, home template information 213, and 
others template information 214. 

10 The office template information 211, mobile 

template information 212, home template information 
213, and others template information 214 are mode 
setting information items corresponding to their 
respective "office, " "mobile, " "home" and "others" 

15 modes. The wireless communication control utility 

201 sets an operating environment of the wireless 
communication device 101 selectively using the mode 
setting information items. 

The contents of each mode setting information item 

20 will now be described with reference to FIG. 4. 

As shown in FIG. 4, each mode setting information 
item includes five setting values corresponding to five 
operating environment setting items, a "discoverability 
mode," a "connectability mode," a "pairing mode," 

25 a "security mode" and "encryption" in order to 

determine a security level of wireless communication in 
a location for the wireless communication. The meaning 



of each operating environment setting item will now be 
described. 

(1) Discoverability mode 

The "discoverability mode" is an operating 
environment setting item for specifying whether the 
computer 1 (specifically the wireless communication 
device 101) should respond to a discovery request sent 
from another device having a wireless communication 
function. Hereinafter the computer 1 will be referred 
to as a local device and another device having 
a wireless communication function will be referred to 
as a remote device. 

The "discoverability mode" is used as an operating 
environment setting item for allowing the local device 
to be detected (discovered) by the remote device or 
for inhibiting the local device from being detected 
(discovered) by the remote device. With a setting 
value of the operating environment setting item 
corresponding to the "discoverability mode", the local 
device 1 is set in one of a mode (discoverable mode) 
for responding to a discovery request and a mode (non- 
discoverable mode) for not responding to the discovery 
request. The operation of the local device 1 in each 
of the discoverable and non-discoverable modes is shown 
in FIG. 5. 

The remote device 2 broadcasts a discovery request 
by means of a radio signal in order to discover a new 



device that is present within the wireless communica- 
tion area of the remote device. This operation is 
called an inquiry in the standard of Bluetooth™. 
In the Bluetooth™ standard, an inquiry packet (IQ 
packet) is broadcast as a discovery request. 

When the local device 1 is in the discoverable 
mode, the local device 1 responds to the discovery 
request. In other words, the local device 1 returns 
a response packet to the remote device 2 upon receipt 
of the discovery request from the remote device 2. 
The operation responding to the discovery request is 
called inquiry scan in the Bluetooth™ standard. 
In the Bluetooth™ standard, a response packet 
including information such as the device name, device 
address and clock of the local device 1 is returned to 
the remote device 2 from the local device 1 . This 
response packet allows the remote device 2 to discover 
(recognize) the local device 1. 

When the local device 1 is in the non-discoverable 
mode, the local device 1 does not respond to the 
discovery request. Thus, the local device 1 can be 
hidden from all the remote devices other than a remote 
device that has already recognized information such as 
the device address of the local device 1. 

As described above, the discoverability mode is 
automatically switched between the discoverable mode 
and the non-discoverable mode in accordance with 
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a user's selected user mode (location for wireless 
communication) . Therefore, the operating environment 
for wireless communication can easily be set at a 
security level that conforms to the selected location, 
5 In both the discoverable and non-discoverable 

modes, the local device 1 is allowed to transmit 
a discovery request, 

(2) Connectability mode 

The "connectability mode" is an operating 

10 environment setting item for specifying whether the 

local device 1 should respond to a connection request 
that is transmitted from the remote device by means 
of a radio signal. With a setting value of the 
operating environment setting item corresponding to 

15 the "connectability mode", the local device 1 is set in 

one of a mode (connectable mode) that responds to the 
connect request and a mode (non-connectable mode) that 
does not respond thereto. The operation of the local 
device 1 in each of the connectable and non-connectable 

2 0 modes is shown in FIG. 6. 

If the remote device 2 has already recognized the 
device address of the local device 1, the remote device 
2 can transmit a connect request packet to the local 
device 1. This operation is called paging in the 

25 Bluetooth™ standard. 

When the local device 1 is in the connectable 
mode, the local device 1 responds to the connect 
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request. In other words, the local device 1 returns 
a response packet to the remote device 2 upon receipt 
of the connection request from the remote device 2. 
The operation responding to the connect request is 
5 called page scan in the Bluetooth™ standard. With 

this operation, a link is established between the local 
device 1 and the remote device 2 . 

When the local device 1 is in the non-connectable 
mode, the local device 1 does not respond to the 

10 connect request. Thus, the local device 1 can reject 

the connect request from the remote device 2. 

In both the connectable and non-connectable modes, 
the local device 1 is allowed to transmit a connect 
request . 

15 (3) "Pairing Mode" 

The "pairing mode" is an operating environment 
setting item for specifying whether to allow an 
authentication process to be performed between the 
local device 1 and the remote device 2. With a setting 

20 value of the operating environment setting item 

corresponding to the "pairing mode", the local device 1 
is set in one of a mode (pairable mode) that allows the 
authentication process (pairing) to be performed and a 
mode (non-pairable mode) that inhibits the authentica- 

25 tion process (pairing) from being performed. 

The authentication process (pairing) is a process 
for confirming that both the local device 1 and remote 
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device 2 are supplied with the same password, the 
process may be required to establish a connection 
between these devices 1 and 2 . 

In the pairing process, the local device 1 and 
5 remote device 2 exchange their device addresses and 

passwords with each other to determine whether these 
devices are supplied with the same password. When the 
pairing succeeds, the local device 1 and remote device 
2 keep the same secret keys (referred to as link keys 

10 hereinafter) . The pairing between the devices 1 and 2 

is therefore completed. The devices 1 and 2 that have 
succeeded in pairing can authenticate each other only 
by exchanging the link keys. 

When the local device 1 is in the non-pairable 

15 mode, the local device 1 is inhibited from performing 

the above pairing process. The pairing process is 
required at the time of connection between the devices 
that the pairing has not completed. When the local 
device 1 is in the non-pairable mode, as shown in 

20 FIG. 7, the local device 1 can be connected to the 

remote device 2 that has already completed the pairing 
with the local device 1 and not a remote device 3 that 
has not yet performed any pairing. 
(4) "Security Mode" 

25 The "security mode" is an operating environment 

setting item for specifying whether the above-described 
authentication process (pairing) is necessary to be 
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performed at the time of connection between the 
devices. With a setting value of the operating 
environment setting item corresponding to the "security 
mode", the local device 1 is set in one of a mode 
5 (security mode = link level) in which the authentica- 

tion process needs to be performed at the time of 
connection with the remote device and a mode (security 
mode = unavailable) in which the authentication process 
needs not to be performed, 

10 In the former mode (security mode = link level), 

the local device 1 performs the authentication process 
by exchanging the link keys when the local device 1 is 
connected to the remote device 2 that has already 
completed the pairing with the local device 1 as shown 

15 in FIG. 8. On the other hand, when the local device 1 

is connected to the remote device 3 that has not yet 
performed any pairing, it needs to perform the authen- 
tication process (pairing) with the remote device 3. 
(5) "Encryption" 

20 "Encryption" is an operating environment setting 

item for specifying whether to encrypt data that is 
transferred between a local device and a remote device. 
When the "Encryption" is available, the data encryption 
is performed using a secret key (link key) . It is thus 

25 possible to specify that data should be encrypted only 

when the security mode is equal to the link level. 

The setting values of defaults in the operating 



- 18 - 



environment setting items in the "office, " "mobile, " 
"home" and "others" modes are shown in FIG. 4. 
More specifically, when the local device is used at 
home (when the local device is in the "home" mode) , 
5 an operating environment (discoverability mode = 

discoverable mode, connectability mode = connectable 
mode, pairing mode = pairable mode, security mode = 
unavailable, encryption = unavailable) in which 
connectivity between the local and remote devices has 

10 higher priority than security is selected. When the 

local device is used outside (when the local device 
is in the "mobile" mode) , an operating environment 
(discoverability mode = non-discoverable mode, 
connectability mode = non-connectable mode, pairing 

15 mode = non-pairable mode, security mode = link level, 

encryption = available) in which security has higher 
priority is selected. 

By defining the setting values of defaults in the 
operating environment setting items in each location 

20 for wireless communication as described above, an 

operating environment for wireless communication can 
easily set at a security level that conforms to the 
location selected by a user. 

A user mode switching process that is executed by 

25 the wireless communication control utility 201 will now 

be described with reference to the flowchart shown in 
FIG. 9. 
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The user mode switching process is a process for 
changing the setting values of the foregoing operating 
environment setting items in accordance with a user's 
selected location for wireless communication (user 
5 mode) . 

First, the wireless communication control utility 
201 displays the user mode bar 102 on the display 
screen of the LCD 13 (step S101) . Then, the utility 
201 selects a user mode (location for performing 

10 wireless communication) to be used from among the 

"office, " "mobile, " "home" and "others" modes when 
a user clicks a button icon (step S102) . 

After that, the utility 201 acquires template 
information, which corresponds to the selected user 

15 mode, from among the office template information 211, 

mobile template information 212, home template 
information 213 and others template information 214 
(step S103) . The utility 201 sets the setting values 
of the operating environment setting items described 

20 in the acquired template information in the wireless 

communication device 101 through the protocol stack 
driver 204 and thus switches the setting of the 
operating environment of the wireless communication 
device 101 (device mode) to the contents corresponding 

25 to the user mode selected in step S102 from those 

corresponding to the previously selected user mode 
(step S104) . 
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Consequently, the user can easily set the 
operating environment for wireless communication at 
a security level that conforms to a location for the 
wireless communication only by designating the location 
5 by means of the user mode bar 102. 

The user can also change the contents of template 
information of each user mode when the need arises. 
In this case, the operating environment of the wireless 
communication device 101 can be set on the basis of the 

10 changed template information. 

FIG. 10 shows an example of an operation screen 
displayed on the LCD 13 by the wireless communication 
control utility 201 when the utility 201 is started. 
The operation screen is a user interface for receiving 

15 a request for control of the wireless communication 

device 101 from a user. As shown in FIG. 10, the 
operation screen displays a user mode bar 102 and 
a device list view 301. It can display only the 
user mode bar 102, as has been described above with 

20 reference to FIG. 1. 

The device list view 301 is a window for 
displaying a list of remote devices that have already 
been discovered. It displays information such as 
a device name, a status and a device address of each 

25 of the remote devices. The status is information 

indicating whether the remote device is currently 
connected to the local device (the wireless 
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communication device 101) . 

The user mode bar 102 on the operation screen has 
a "property" button icon 115 in addition to the four 
button icons 111, 112, 113 and 114 corresponding to 
5 the "office," "mobile," "home" and "others" modes. 

Of the four button icons 111 to 114, the button icon 
corresponding to the currently-selected user mode is 
highlighted. The "property" button icon 115 is used 
to call a user mode property screen for editing the 
10 contents of mode setting information of each user mode. 

The user mode property screen includes two 
property sheets of a "mode" property sheet for changing 
the contents of each user mode and an "automatic power- 
on select" property sheet for making a setting for 
15 automatically selecting a user mode. 

FIG. 11 shows an example of the "mode" property 
sheet . 

If the "property" button icon 115 is clicked when 
the "others" mode is selected, the "mode" property 

20 sheet is displayed as shown in FIG. 11. This "mode" 

property sheet is a screen for changing the contents of 
mode setting information regarding the "others" mode. 

As shown in FIG. 11, the "mode" property sheet 
includes a "discoverability mode" property setting 

25 section 311, a "connectability mode" property setting 

section 312, a "pairing mode" property setting section 
313 and a "security mode" and "encryption" property 
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setting section 314. 

The "discoverability mode" property setting 
section 311 is a user interface used for causing a 
user to designate an operating environment for the 
5 "discoverability mode" and includes a radio button for 

causing the user to designate one of the "discoverable 
mode" and "non-discoverable mode." 

The "connectability mode" property setting 
section 312 is a user interface used for causing a 
10 user to designate an operating environment for the 

"connectability mode" and includes a radio button for 
causing the user to designate one of the "connectable 
mode" and "non-connectable mode." 

The "pairing mode" property setting section 313 is 
15 a user interface used for causing a user to designate 

an operating environment for the "pairing mode" and 
includes a radio button for causing the user to 
designate one of the "pairable mode" and "non-pairable 
mode . " 

20 The "security mode" and "encryption" property 

setting section 314 is a user interface used for 
causing a user to designate an operating environment 
for the "security mode" and "encryption." The section 
314 includes a pull-down menu for designating an 

25 operating environment for the "security mode" and 

a check box for designating the presence and absence of 
"encryption. " 
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The "mode" property sheet also includes a 
"default" button 315 . When a user selects the 
"default" button 315, the setting values of the 
operating environment setting items of a corresponding 
5 user mode are returned to the default values. 

FIG. 12 shows an example of the "automatic 
power-on select" property sheet. 

The "automatic power-on select" is a function of 
automatically selecting a user mode that conforms to 
10 the remote device discovered through the device 

discovery process performed by the wireless communica- 
tion device 101. The "automatic power-on select" 
property sheet includes a radio button 321 for 
designating validity/invalidity of the "automatic 
15 power-on select" function. A user can depress the 

radio button 321 to designate the validity or 
invalidity of the "automatic power-on select" function. 

In the "automatic power-on select" function, 
an automatic selection list is used to determine which 
20 remote device is associated with which user mode of the 

computer 1. FIG. 13 shows an example of the automatic 
selection list. 

The automatic selection list 400 contains link 
information that defines a relationship between a 
25 remote device and a user mode. As shown in FIG. 13, 

in the automatic selection list 400, a list of device 
addresses of remote devices associated with their 
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respective user modes is managed. A plurality of 
device addresses can be held for each of the user 
modes . 

As shown in FIG. 12, the "automatic power-on 
5 select" property sheet includes a user mode designating 

pull-down menu 322 and two device list views 323 and 
324 as interfaces to cause a user to make an automatic 
selection list 400. 

The pull-down menu 322 is used to designate a user 

10 mode that is to be associated with the remote device. 

The device list view 323 displays a list of all the 
remote devices that have already been discovered. 
The device list view 324 displays a list of remote 
devices that are associated with the user mode 

15 designated by the pull-down menu 322, based on the 

automatic selection list 400. 

The user can select an arbitrary remote device 
from the device list view 323 and depress an 
"additional" button 325 to register the selected 

20 remote device in the automatic selection list 400. 

The selected remote device is registered in the 
automatic selection list 400 while being associated 
with the user mode that is currently selected by the 
pull-down menu 322. 

25 FIG. 14 is a flowchart showing a process of 

registering a remote device in the automatic selection 
list 400. 
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The registering process include a step of 
displaying the "automatic power-on select" property 
sheet (step S201) , a step of validating the "automatic 
power-on select" function (step S202), a step of 
5 designating a user mode (step S203) , a step of 

selecting a remote device (step S204), and a step of 
registering the selected remote device in the automatic 
selection list 400 (step S205) . These steps are 
executed in accordance with the operation of a user. 

10 A process of automatically selecting a user mode 

will now be described with reference to the flowchart 
shown in FIG. 15. 

When the wireless communication control utility 
201 is activated (step S211) / it first determines 

15 whether the "automatic power-on select" function is 

valid or not (step S212) . 

If the "automatic power-on select" function is 
invalid (NO in step S212), the wireless communication 
control utility 201 selects the previously selected 

20 user mode, i.e., the user mode selected at the time of 

completion of the utility 201 (step S213) . The utility 
201 acquires template information corresponding to the 
selected user mode from the office template information 
211, mobile template information 212, home template 

25 information 213 and others template information 214 

(step S214) . Then, the utility 201 sets the setting 
values of the operating environment setting items 
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described in the acquired template information in the 
wireless communication device 101 through the protocol 
stack driver 204 (step S215) . The wireless communica- 
tion device 101 is therefore set at a security level 
5 corresponding to the selected user mode. 

After that, if a user selects another user mode 
on the user mode bar 102, the wireless communication 
control utility 201 performs the foregoing mode 
switching process shown in FIG . 9. 

10 If the "automatic power-on select" function is 

valid (YES in step S212), the wireless communication 
control utility 201 performs a device discovery process 
for discovering a remote device that is present in 
the wireless communication area of the wireless 

15 communication device 101 (step S216) . In this device 

discovery process, the wireless communication device 
101 broadcasts a device discovery request. After that, 
the wireless communication control utility 201 selects 
a user mode that is associated with the discovered 

20 remote device based on both the results of the device 

discovery process and the contents of the above- 
described automatic selection list 400. 

More specifically, the wireless communication 
control utility 201 first checks whether the device 

25 address of the discovered remote device is registered 

in the automatic selection list 400 in the "office" 
mode, "mobile" mode, "home" mode and "others" mode in 



that order (step S217) . The check process in step S217 
is performed in order from the first discovered remote 
device . 

When the device address of the discovered remote 
device is registered in the automatic selection list 
400 or when the device address of the discovered 
remote device and the device address registered in the 
automatic selection list 400 coincide with each other 

(YES in step S218), the wireless communication control 
utility 201 selects a user mode corresponding to the 
discovered remote device (step S219) . 

The wireless communication control utility 201 
acquires template information corresponding to the 
selected user mode from the office template information 
211, mobile template information 212, home template 
information 213 and others template information 214 

(step S220) . Then, the utility 201 sets the setting 
values of the operating environment setting items 
described in the acquired template information in the 
wireless communication device 101 through the protocol 
stack driver 204 (step S221) . Thus, the wireless 
communication device 101 is automatically set at 
a security level that is suitable for connection to 
the discovered remote device. 

For example, a modem device used in an office is 
registered in the automatic selection list 400 as 
a remote device that is associated with the "office" 
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mode. A user starts the wireless communication control 
utility 201 in the office. The wireless communication 
device 101 performs a device discovery process and 
accordingly the modem device is discovered. Since the 
5 modem device is a remote device that is associated 

with the "office" mode, the user mode of the wireless 
communication device 101 is automatically set in the 
"Office" mode. Thus, the user can automatically select 
a user mode that conforms to a surrounding remote 

10 device for communication without any consciousness of 

the setting of the user mode. 

If none of the discovered remote devices are 
registered in the automatic selection list 400 (NO in 
step S218), the wireless communication control utility 

15 201 selects the previously selected user mode or the 

user mode selected at the time of completion of the 
utility 201 (step S213) . The utility 201 acquires 
template information corresponding to the selected user 
mode from the office template information 211, mobile 

20 template information 212, home template information 

213 and others template information 214 (step S214) . 
Then, the utility 201 sets the set values of the 
operating environment setting items described in 
the acquired template information in the wireless 

25 communication device 101 through the protocol stack 

driver 204 (step S215) . 

As described above, according to the present 
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embodiment, the setting of an operating environment 
for the security level of wireless communication is 
automatically changed. In particular, it is possible 
to change the setting as to whether a local device 
5 responds to a device discovery request from a remote 

device in accordance with a location for wireless 
communication. Consequently, the security level can 
easily be changed. For example, a local device can be 
discovered by a surrounding remote device in an office 
10 and at home, and hidden therefrom in the mobile 

environment such as streets, trains, stations and 
airports . 

The above-described embodiment is directed to 
a wireless communication device included in a computer. 

15 However, the present invention can be applied to a 

wireless communication device that is freely detachable 
from a computer, such as a wireless communication card. 
Furthermore, the present invention is not limited to 
a computer but can be applied to a PDA, a cellular 

2 0 phone and the like. 

Additional advantages and modifications will 
readily occur to those skilled in the art. Therefore, 
the invention in its broader aspects is not limited to 
the specific details and representative embodiments 

25 shown and described herein. Accordingly, various 

modifications may be made without departing from the 
spirit or scope of the general inventive concept as 
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defined by the appended claims and their equivalents. 



